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Abstract

Thetopic of privacy on the web is becoming an issue of key importance. Although severd studies have been
conducted in order to assess the degree to which privacy isamgor concern for consumers and whether it can
prevent them from buying on the web, we still lack agood understanding of what consumers mean by privacy and
private life on the net.

The study was performed using an in-between factorial experimental design. A total of 120 consumers were asked to
evauate one of 12 scenarios which described various combinations of private information usage/ marketing strategy.
Result demonstrate that while consumers do tolerate some invasion to their privacy, especidly if those contribute
positively to their well-being, they react very negatively to some of the most pervasive marketing strategies.
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1. INTRODUCTION

Today, consumers redize that companies use information concerning them to create targeted marketing campaigns
(Culnan and Armstrong, 1999; Novak et a., 1998). Y et the fact that consumers do not necessarily know the way in which
marketing managers have acquired this information or the way they plan to reuse it has transformed this general
understanding into alack of trust in marketing managers’ respect for consumers’ privacy (Glickman, 2000). Thislack of
confidence or trust is even more pronounced on the Internet, given the ease of gathering information compared with
traditional methods (Novak et d., 1998). The Internet alows the generation and updating of information in rea time,
directly at the time of the transaction, a ong with automatic transfers to a database that contains the consumer profile
(Caudill and Murphy, 2000; Sheehan and Hoy, 2000). This data can then be cross-referenced with other bases accessible
on the market, at arelatively low cost (Prabhaker, 2000).

Techniques such as “cookies,” registration or contest entry forms, managing personalized online advertising banners
(Charters 2002) and universal identification services enable Internet sites to collect data regarding consumer behavior that
is more precise than that acquired through traditional methods. This data can subsequently be used to assign asingular
profile to aconsumer and to target consumers individualy (Caudill and Murphy, 2000; Prabhaker, 2000). Paradoxically,
the same technologica advances that have propelled companies to new peaks of competitiveness have concomitantly
introduced risks of invasion of consumer privacy (Nowak and Phelps, 1992; Peppers and Rogers, 1993). Accordingly,
numerous studies conducted in the past decade have reveded that consumers are quite suspicious of companies
possessing information about them, of how the companies obtain and use this information, and the precision of the
information used (Cranor et a., 1999; Culnan, 1993, 1999;). If the research largely demonstrates that consumers show a
marked interest in the use that companies make of data concerning them, other studies conclude that consumers are
nonetheless willing to supply information in return for persona benefits (Goodwin, 1991; Milne, Bozaand Rohm 1999;
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Sheehan and Hoy, 1999; Milne and Rohm, 2000; Sheehan and Hoy, 2000). V arious studies have investigated the sources
of consumers concerns regarding their privacy (Milne and Boza, 1999; Nowak and Phelps, 1997; Sheehan and Hoy,
2000). Both the data collection method and the reasons and marketing strategies associated with reuse have been studied
extensively (Goodwin, 1991; Milne and Boza, 1999; Phelps et al., 2000). Although this diverse body of research has
evinced consumers' degree of tolerance regarding collection, use and reuse of private data, most of the studies are marred
by the shortcoming of using a survey to measure the degree of consumer tolerance of various marketing practices. Indeed,
too often these eval uations of marketing practices are performed out of context, and practices are examined singly. The
researchers thus overlook the possibility that consumers may be willing to have certain dataresold to athird party.
Consumers may also be receptive to receiving email from a company with which they transact even if they consider that
this emalil is unrelated to the initial transaction. However, consumers’ limit of tolerance may be exceeded if they receive
an unsolicited email from a company they do not know. Assuming that the tolerance threshold of consumers regarding
invasion of privacy is not afunction of practices taken individually but rather of acombination of these practices, we
have performed a study founded on an experimenta design that investigates the impact on consumer confidence of
various marketing practices, along with their interactive effects.

2. PROTECTION OF CONSUMERS PRIVACY

Alan Westin (1967) defines the concept of privecy asfollows:

“[..] the claim of individuals, groups, or institutions to determine for themselves when, how, and to what
extent information about them is communicated to others’” (Westin, 1967, p. 7).

Westin's (1967) definition thus refers to the informational aspect of privacy. Because information regarding an
individual, group or even organization can be gathered and disclosed without their knowledge or even their consent,
privacy with regard to information goes beyond persona control (Burgoon, 1982). In recent years the problem of
ensuring respect for privacy has intensified owing to the abundant quantity of information gathered on individuals, dong
with the growing ease of collection, management and reuse of this information, fuelled by technological advances.
Burgoon (1982) asserts that the redl threat to privacy posed by these new technologies, in particular the Internet, islinked
to severa factors.

Thefirst factor is the degree of control that individuals can exercise, not only over initia disclosure of information, but
aso over its transmission and a posteriori use. Most individuals do not object to supplying persona information of a
public nature, such astheir marital status and occupation, when required by aform, for example.

The second factor is the quantity of information possessed by others. If an individual has the impression that the quantity
of their persona information possessed by othersis minimal, then their perceived vulnerability to invasion of privacy will
decrease. Many Internet users are convinced that the quantity of their persona information available is minima because
they did not supply it directly (Caudill and Murphy, 2000; Cranor et a., 1999; Miyazaki and Fernandez, 2001). However,
Internet users are becoming increasingly aware that Internet sites possess considerable information regarding them
without their having had to supply it directly, and without their having provided their consent. This awareness has
spawned growing concern among Internet users.

Closely linked to the second factor, the third factor is the number of people who have access to the information. Even the
most commonplace information, distributed to too many people, may create asignificant feeling of worry regarding its
further dissemination and abuse.

The fourth factor is the information type factor. The more persond the information, the more vulnerable the individua
becomes regarding the power and influence that others can wield over them if thisinformation is made public. In
addition, the types of information that individuas are more reticent to supply aso seem to be those that which create the
strongest feeling of invasion of privacy. This point will be explored in greater detail in the definition of personal
information.
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The fina factor refers to the nature of the relation with the entity that possesses the information. Recent technological
advances have significantly increased the likelihood that an individua will never be aware of the identity of the
organization that is gathering information regarding them. Moreover, knowing the identity of the entity that possesses the
information does not imply knowing the entity that will reuse thisinformation. Therefore, consumers are gradually noting
that the entities that compile information regarding them are not necessarily those that initially gathered it.

On the Internet, arelationship exchange (or transaction) entails not only a monetary exchange between two entities, but
aso exchanges that are often indirect, which may include intangible and symbolic aspect, and in which more than two
parties may participate (Novak et d., 1997). To initiate arelationship exchange, trust is a necessary condition. Because
the Internet contains a substantia quantity of information gathered without consumers' consent, we can therefore assert
that aviolation of thistrust between the consumer and the company occurs more often than in the traditional physica
context. Novak et al. (1998) affirm that “consumers simply do not trust most Web providers enough to engagein
"relationship exchanges® involving money and personal information.” In addition, an Internet study conducted by Arthur
Andersen/Andersen Lega (2000, cited in Ang, Dubelaar and Lee, 2001) found that the fear of the misuse of persona
information disclosed is cited most often by Internet users' as the main reason for their lack of trust in asite.

Apparently, 92% of consumers are worried and 67% are very worried about improper use of persona information by
Internet sites (Louis Harris & Associates, 1999). In addition, 76% of consumers that were not worried about the use of
persona information in atraditional context were worried in an Internet context. This concern has adirect impact on sales
conducted on the Internet. One study (Forrester Privaecy Best Practice Report, 2000, cited in FTC, 2000) estimates that
worries regarding privacy account for roughly $2.8 billion in lost online salesin 1999, whereas another study (Junnarkar,
1999, cited in FTC, 2000) suggests that the probable losses in online sales may reach $18 hillion (compared with
projected sales of $40 billion) by 2002 if measures are not taken to allay these worries. In addition, consumers’ level of
concern was highlighted by Odyssey (2000, cited in FTC, 2000), which found that 92% of respondents with Internet
service a home reported that they do not trust companies to preserve confidentia information, and 82% of respondents
believe that the government should legidate the use of persond information by companies.

Thelink between the importance that consumers place on having their privacy preserved and the trust placed in an
Internet site, in particular acommercid site, has been studied extensively. Rohm and Milne (1998), and Sheehan and Hoy
(2000) advance that most Internet users are worried about the collection of information by Internet sitesin generd,
regardless of whether they make online purchases. In addition, the more Internet users perceive alack of control
regarding the collection of persona information, the lesser their feeling of trust in asite (Novak et a., 1998). In contrast,
trust is created when an Internet site is able to reassure users of favorable exchange conditions, such as the type of
information that they want to collect, for which reasons and the way the information will be reused (Glickman, 2000).

3. THREATSTO PERCEPTION ON CONTROL OVER PRIVACY

Some of the marketing practices that prevail on the Internet, and especidly certain combinations of these
practices, pose athreat to consumer privacy. Such practices may thus erode consumers’ trust in companies that use them.
This study will examine four of these contentious practices.

3.1 Datacollection methods

In generd, datais collected covertly, without the knowledge or consent of the Internet user, by means of “cookies,” or the
extraction of email addresses from lists of servers, chat rooms and discussion forums (Caudill and Murphy, 2000).
Alternately, it is collected overtly, by asking the Internet user directly for the information as part of the registration form.
We believe that the relation of trust may be adversely affected by collection mechanismsthat Internet sites use. The
gathering of information by an explicit form is commonplace on many Internet sites, in this case the relation of trust
between consumers and the site regarding respect for privacy is not undermined to the same extent because the consumers
supply information willingly (Nowak and Phelps, 1997). In contrast, studies of the use of numerous sites of “ cookies’
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demonstrates that 52% of consumers report that they are worried about these “cookies,” whereas 12% claim that they are
uncertain, even confused about their actua definition (Cranor et d., 1999). For instance, some respondents believe that
"cookies' are able to create information that can personally identify them and automatically send this information to other
Internet sites. or that “cookies’ can revea their identity following navigation to any site.

3.2 Information usage mode

Severa researchers have identified that consumers worries regarding the reuse of information on the Internet are mainly
translated by the fear of the sale of personal information by an Internet site to athird party, without their knowledge or
their permission. It is mainly this aspect, described above, which influences Internet users' feeling of confidencein an
Internet site’ s respect for their privacy. One study indicated that 69% of respondents consider it important or very
important to mention the purpose of data collection (Cranor et a., 1999). Internet users' attitude toward the reuse of
information by Internet sites may thus have positive and negative impacts for the company depending on the entity that
reuses the data and the way in which the information is reused (Culnan and Armstrong, 1999).

A primary concern regarding the reuse of information relates to the entity that reuses this information. We can thus
distinguish between ause made by an entity that initially gathered the information (internal reuse) and that by athird
party to which the information was exchanged or sold (externd reuse) (Culnan, 1993; Smith et a., 1996; Wang et dl .,
1998). Because interna reuse implies that the information gathered is used by the same entity that collected it, the feeling
of confidence regarding respect for privacy is not as negatively influenced as in the case of externa reuse.

3.3 Pertinence of use of information

In both cases, whether it is the same entity that gathered the information or another entity, reuse may be either pertinent
or non-pertinent. In the first case, the reuse of the information is directly linked to the initid transaction that generated the
collection (pertinent reuse). In the second case, the purpose of the reuse has no relation to the initia transaction (non-
pertinent reuse). Whereas pertinent reuse of information gathered does not appear to create a negative feeling toward the
company that uses the information, non-pertinent reuse negatively affects the consumers' feeling of trust in an
organization.

34 Marketing strategy adopted

For this study, we have retained two marketing strategies that are currently used by Internet sitesto justify the collection
of information from Internet users. The first strategy isthat of personalized advertising, the second consists of email
(associated with permission marketing).

One of the main advantages of the Internet is the capacity to produce personalized advertising messages. Thistype of
advertisement contains a message directly adapted to the preferences or tastes previously specified by Internet users
(Lombard and Snyder-Duch, 2001; Fitzgerald, 1999). To engage in persondized advertising, advertisers require
information regarding the target customers.

In contrast, the transmission of email by an Internet site sends often rests on the principle of “ permission

marketing,” whereby consumers are encouraged to participate in an interactive and enduring marketing campaign that
rewards the attention visitors pay to increasingly better adapted messages (Godin, 1999). Permission marketing is
underpinned by apersonalized relation and generaly includes three characteristics: the message is expected, personalized
and pertinent. Ultimately, for a permission marketing strategy to be effective, consumers must have confidence in the site
that asks for their email address (Culnan and Armstrong, 1999; Godin, 1999).
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35 Moderating variables

Because the sensitivity to invasion of privacy varies between consumers, the relation of trust between consumers and
companies that engage in information-based marketing presumably varies as well. Therefore, two variables are
considered in this study: the structural predisposition to transmit information and the attitude toward reuse of the
information. Cranor (1999) showed that consumers’ predisposition to feel that their privacy is being invaded by some
web sitesinfluences their confidence in various sites. The same phenomenon was seen in consumers’ attitude toward the
reuse of thisinformation (Sheehan and Hoy, 2000).

4. RESEARCH HYPOTHESES

Asthe literature largely demonstrates that the way in which a company gathers information on consumers has an impact
on their degree of trust, we formulate our first hypothesis as follows.

Hi: The use of a form generates a greater feeling of trust than the use of “ cookies.”

Similarly, asthe literature suggests that the use of information by acompany other than that which initialy
collected it affects consumers  confidence, we have formulated the following hypothesis:

H.: Internal reuse of information creates a stronger feeling of trust than external reuse.

Third, the literature states that reuse of information in acontext other than that of theinitia transaction isthe most
important factor that influences the feeling of trust regarding respect for privacy on the Internet. This finding regards the
pertinence of the reuse. Consequently, the following hypothesis links the pertinence of reuse to the feeling of trust
regarding respect for privacy:

H3: Pertinent reuse of information creates a stronger feeling of trust than does non-pertinent reuse.

Moreover, marketing strategies that are based on requesting permission from consumers or strategies that use information
that consumers have supplied voluntarily tend to increase the feeling of trust regarding respect for privacy. We therefore
formulate the following hypothesis:

H,4: Transmission of email creates a feeling of trust that is stronger than that generated by the appearance
of a personalized ad.

As mentioned above, we do not believe that the model that we propose to measure is linear additive. We believe that
taken individualy, each of the four variables for which we formul ate hypotheses might not affect the level of consumers’
trust. However, consumers’ tolerance threshold may indeed be exceeded by interactions between these same variables
that create interactive effects on the feeling of trust. Therefore, even if we do no specify an hypothesis for each and every
possible interaction between our variables, we will test for those.

Lastly, in addition to the simple and interactive effects of the four independent variables of the study, two covariables
have been included in our conceptual model. We have identified the variables according to the findings concerning
attitudes of Internet usersin genera regarding respect for privecy by Internet sites. The hypotheses we propose relative to
these two covariables are stated as follows:

Hs: A more negative attitude toward collection of information will create a weaker feeling of trust in a web
site’ srespect for privacy.

He: A more negative attitude toward reuse of information will create a weaker feeling of trust in a web
Site’ srespect for privacy.
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5. METHODOLOGY

Given the nature of the study and the hypotheses to test, an experimental design was adopted as the basic methodol ogy.
The experimentation relied on apartid factoria design whereby each of the four variables under study was considered.
We thusintegrated the experimenta conditionsin the form of fictitious scenarios that represent a chain of eventsin a
context of navigation on the Internet. All of the participants were subjected to an experimenta condition whereby they
had to navigate on the Internet and then compl ete a questionnaire.

In principle, acomplete 16-cell factorid plan should have been created, namely: 2 (information collection mechanisms:
registration form or not) X 2 (marketing strategies put in place: advertisement or email) X 2 (internd reuse, i.e. by the site
that gathered the information; or externdly, i.e. by another site) X 2 (pertinent or non-pertinent reuse). However, given
the structural interactive effect among the information collection mechanisms and the marketing strategy (in cases where
there is no registration form, the email strategy could not be applied), 4 of the 16 conditions were removed leading to a
partial factoria design. To place the participantsin an experimental condition, we constructed 12 experimental Internet
sites, which act as guides, detailing the steps that the subjects were required to follow as part of the experiment. The
experiment was thus directed by an operator, whose role was to read instructions and notify the participants of the various
stages. The operator was in charge of supplying details regarding the collection or reuse of information, depending on the
experimenta conditions. We chose to conduct the experiment in alaboratory setting and use an operator to ensure that al
participants received the same information.

The operator began by providing each of the 120 consumer participants with averba description of the study. The
description consisted in clarifying to each participant that the study concerned the possible reuse of persona information
by Internet sites when users navigate on the site. The operator then provided ageneral description of the data collection
performed by Internet sites, a phase that wasidentica for al participants. They were told that in generd, the Internet sites
collect persond information regarding Internet users, either by asking them to complete aform, in which they supplied
persona information, or through “cookies.” All the participants were then asked to navigate on the Internet site of aDVD
vendor and to conduct a search to procure the complete set of Star Wars DV Ds. After this phase, more than half of the
participants were asked to complete aform to register with this vendor. Following the first phase and &fter having visited
other sites, the consumers were invited to return either to the vendor’ s site or to the site of a department store, and to pay
particular attention to any ads posted or emails received. In al cases we ensured that the participants had adequately read
and understood either the ad or the email received. Depending on the case, the operator mentioned that the information
reused in the message originated either from the form they had completed or from their navigation, in which case it was
gathered by means of a“cookie.” The find phase--completing a questionnaire online following the navigation process--
was the same for al participants.

5.1 Manipulations

The data collection mechanism was manipul ated by asking 80 consumers to compl ete a questionnaire in which they were
required to provide their name, address, phone number, favorite color, favorite pass-time and their email address. The 40
consumers that did not receive aform to complete received averba explanation about the fact that a*“cookie,” would
gather information regarding their navigation. To ensure that the two groups realized that information regarding them had
indeed been collected and that only the data collection tool varied, one question, intended to test the vaidity of this
manipulation (Perdue and Summers 1986) wasinserted in the fina questionnaire. This question read as follows: “ The
(DVD vendor’ s name) site gathered information concerning me and my navigation.” Measured by a 7-point Likert scale,
this question confirms that regardless of the data collection method, the two groups realized that information regarding
them had been gathered (means: form = 5.98; cookies = 5.70. t = .805; sig. = .424).

The second variable was designed to manipulate the marketing strategy (email or ad). For 8 of the 12 experimental
conditions, a banner advertisement appeared during navigation. This advertisement was personaized in 4 of the 8
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conditions, namely those where the form comprised the data collection tool. In the 4 other conditions, agenera ad was
displayed (cookie conditions). For the fina 4 conditions, a persondized email was sent.

Thethird variable, namely reuse of information for advertising purposes, was manipulated either on the site of the initia
DVD vendor (manipulation of internal reuse), or on the site of alarge department store completely independent from the
DVD vendor (externd reuse). Six of the twelve experimental conditions featured an advertisement from the initidd DVD
vendor (internal reuse) whereas the six other conditions proposed an advertisement originating from alarge department
store (externa reuse). To determine the success of this manipulation, we inserted two questionsin the final questionnaire.
Thefirst “A second site, other than that of (DVD vendor), collected persona information that | supplied,” was intended to
ensure that consumers exposed to the message from the large department store were more suspicious than consumers that
were not exposed to the second retailer that information concerning them had been transmitted to athird party. The
second question: “A second site, other than that of (DVD vendor) collected information regarding my navigation,” had
the same objective, but specifically evaluated consumers navigation. The two questionsincluded a 7-point Likert scae.
A series of two Student’ stests demonstrates that the manipulation was well understood and that the consumers that had
been approached by the department store felt more strongly than the other consumers that thisretailer had gathered
persona information (exposed to DVD vendor’ s message = 4.33; exposed to department store’ s message = 5.28. t = 1.86,
sig. = .039) or information regarding their navigation (4.03 vs 5.40; t = 3.306, sig = .001).

Lastly, the “pertinence of reuse” variable was manipulated according to the content of the message sent to the consumers.
Therefore, in both the banner and the email, the message advertised either a specid offer on the full set of the Star Wars
DVDsin the 6 cases of pertinence of reuse, or areduction of up to 50% on sofas in the department storein the 6 cases of
non-pertinent reuse. Table 1 below illustrates the 12 conditions of our experimenta design.

Table 1: Schematic representation of 12 experimental conditions

Reuse (message
. | Datacollection | Marketing Sour ce) :
DIMENSION: mechanism strategies eiaer Pertinence of reuse
external
DVD vendor or .
. . . . . Content of advertising
Manipulation: | Registration form| Ad or email gci,pe)atment store m c/email
DVD vendor Complete set of Star Wars trilogy

Advertisement Sofas in department store

ersonali i

(p ized) | epartment store Complete set of Star Wars trilogy

Yes Sofas in department store
DVD vendor Complete set of Star Warstrilogy

Email Sofas in department store
Complete set of Star Warstrilogy

Department store Sofas in department store
Complete set of Star Warstrilogy

Advertisement DVD vendor Sofas in department store
(standard) Department store Comp_lete set of Star Wars trilogy

. Sofas in department store

No (cookies)
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5.2 M easures

In addition to the four variables manipul ated, three variables were measured. The first was intended to measure the
propensity to want to provide information to aretailer on the Internet. The second measured the attitude toward reuse of
thisinformation by athird party site. For each of these two variables a scal e was devel oped. In both cases the items used
were inspired by the work of Kehoe and Pitkow (1996) and Cranor et a. (1999). The first variable is based on ascae that
includes 7 items measured on 7 points, whereas the second is based on a 5-item scale measured on 7 points. These two
scales emerged following a series of iterations proposed by Churchill (1979). M easurement of the propensity to provide
information exhibited high fidelity (alpha=.80) whereas measurement of the attitude toward reuse of private datahad an
aphaof .82. The discriminant validity of these two measures was very high in both cases; following a principa
component anaysis each measure emerged as a unique factor (eigenvalues of = 1.6 and 5.1 respectively).

The third variable of this study was intended to measure the degree of consumers' trust in the DVD vendor’s site, that is
the site at which information was gathered. This variable, which constitutes the dependent variable of our experiment,
was measured by atwo-item scale, namely “| sufficiently trust the (vendor’s name) site on which | just surfed to supply
personalized information again,” and “ | trust in the security of the commercid transactions on the site on which | am
navigating.” These items, taken from Kehoe and Pitkow (1996) display a Cronbach’s dpha of .88.

The study was conducted on 120 consumers in alaboratory setting. The subjects were al familiar with Internet use and
had al navigated on acommercia site at least once. Consumers were recruited by a hyperlink placed on the site of alarge
construction product retailer situated in northeastern North America. Three quarters of the participants had been using the
Internet for over 3 years. In addition, 44% of the subjects had been using the Internet for between 1 and 3 hours per day
for navigation, compared with only 14% that used it for less than haf an hour per day. Regarding purchasing on the
Internet, 56% of the consumers had already made a purchase on the Internet. Moreover, only 28% had made a purchase
on the Internet in the past month. Lastly, 66% of the participants reported that they purchased agood or service directly
from aphysical retailer, i.e. not viathe Internet, but based on information gathered on the Internet. General

demographics, age, sex and revenue, were in line with the population.

Sincethe level of experience that a consumer has with the internet could influence his attitude toward privacy on the net
we conducted two test to determine whether the level of experience and the usage rate of the Internet could have an
impact on the predisposition of consumers to provide information or on their attitude toward the reuse of information.
Neither the attitude toward gathering of information nor the attitude toward reuse of information seem to be influenced by
the frequency with which consumers navigate the Internet, nor by the number of years of experience using the Internet.

6. ANALYSESAND RESULTS

To test the study hypotheses, and given that the study is based on afactora experimentation design, acovariance anaysis
(ANCOVA) was performed. The results are presented in Table 2 below. Astwo of the variables manipul ated were
systematically linked (the method used to gather information and the strategy used to disseminate the message) the
experimental design was not afull design. Consequently, only certain double or triple interactions and no quadruple
interaction of the variables could be tested. Nonetheless, the results clearly demonstrate the interactive effects of the
variables studied.
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Table2: Covariance Analysis (ANCOVA)
Dependant variable: Confidence in the site with regard to privacy

Sour ce of variation Sum of square | Degrees F Sig.
roots of

freedom
Predisposition to provide 33.065 1 9.856 | .002
infor mation
Attitude toward reuse of information 4671 13 1.392 | .241
Collection method 943 1 281 | .597
Marketing strategy 277 1 .082].775
Internal or external reuse 373 1 111 |.740
Pertinence of reuse 9.221E-02 1 .027 | .896
Method x Site 11.130 1 3.318|.072
Mechanism x Strategy .000 0
Method x Pertinence 1.102 1 .328 | .568
Strategy x Site 20.983 1 6.255|.014
Strategy x Pertinence 2.351 1 .701 | .405
Site x Pertinence 292 1 .087 | .769
Method x Site x Strategy .000 0
Method x Site x Pertinence 773 1 231|.632
Method x Strategy x Pertinence .000 0
Strategy x Site x Pertinence 3.835--02 1 .011].915
Method x Site x Strategy x Pertinence .000 0

AsTable 2 reveds, no ssimple effect is significant. Thus taken independently, the four variables studied do not have an
impact on consumers’ feeling of trust in acompany to which they have provided persond information. Although non-
significant and thus leading to rejection of hypotheses 1, 2, 3 and 4, these results are still noteworthy. In effect, the results
clearly demonstrate that in general, consumers are tolerant toward various manifestations of relationship marketing that
may occur on the web. Therefore, the collection of persona information by either aform or a cookie does not seem to
affect their consumers’ trust in the company that gathers the information. In addition, whether these consumers are later
contacted by the same company or by another company, via an advertisement or an email, and regardless of whether this
advertisement is pertinent or not, their trust generally does not seem to be significantly affected.

If consumers' confidence does not appear to be affected by any of the four variablesinvestigated in this study,
examination of the combined impact of the same variables reved s asubstantialy different reaction. Accordingly, as
shown in Table 2 and Graph 1 below, thereis an interactive effect between the way in which persona information is
collected (form or cookie) and the reuse of thisinformation by the original site visited or another site.
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Figure 1: Averagefeeling of trust of Internet usersin a site’ srespect for privacy according to which sitereusesthe
information and the data collection method

@364
3 . 3,28 —e—Form
B Cookie
2 .
1 .
0

Original site (DVD) Other site (Dep. Store)

Therefore, the impact on the feeling of trust regarding respect for privacy, measured on a 7-point sacle, is affected
when another site enters the picture, depending on the way in which the information is initidly collected. When
consumers receive an advertisement from a site other than the initial site without the second site's having solicited the
information by means of a questionnaire, their feeling of trust does not decrease, but rather increases. In contrast, when
the initid information source is aform and consumers are subsequently contacted by athird party site, their level of trust
in the initial Ste decreases sharply. This decrease results from the fact that the message is persondized. When
persondization is performed by the initial site, consumer confidence increases (3.28 vs. 4.23). Yet when the message
originates from another site, it is markedly preferable, in terms of trust in the second site, that it is not personaized (5.12
vs 3.64). This can be explained by the fact that Internet users are basically convinced that the quantity of information
available regarding them on the Internet is smaller if they have not supplied it directly (Caudill and Murphy, 2000;
Cranor et d., 1999; Miyazaki and Fernandez, 2001).

Furthermore, a second interactive effect significantly impacts Internet users’ feeling of trust, namely that between the site
that reuses the information and the marketing strategy put in place. As Graph 2 illustrates, the feeling of trust regarding
respect for privacy is particularly affected when another site uses email as acommunication strategy. Accordingly, the
feeling of trust in the site drastically decreases when another site sends an email. In addition, we observed that the use of
an advertising banner strategy by a second site does not negatively affect trust in the initid site that gathered the
information. Therefore, maintaining relations with the clientele through email rather than simple advertisements increases
consumers' trust in the origina site, whereas the inverse reaction is triggered by identical communication from athird

party.
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Figure 2: Average feeling of trust of Internet usersin asite’ s respect for privacy depending on whether the site reuses
information and the marketing strategy
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Table 2 illustrates the mediating role of consumers' predisposition to provide information in the feeling of trust in the
initial site (F = 9.856, sig. = 0.002; r = .278; sign = .002). Specifically, the less consumers are predisposed to provide
information, the less trust they have in the sitein which they have provided such information. These results confirm
hypothesis H5. Moreover, athough it isin the expected direction, hypothesis H6, which links the consumers' attitudes
toward reuse of information to the feeling of trust placed in theinitial site, could not be affirmed (F = 1.392, sig. = .241; r
=.120; sig. =.190).

6. CONCLUSIONS AND IMPLICATIONS

The results of our study demonstrate that when an Internet site reuses information initially gathered by another site,
consumers trust in the origina site is compromised. This observation corroborates Novak et d. (1998), who documents
Internet users’ inherent fear that sites that gather information will subsequently sell it to another site. The results of our
variance analysis revead that the marketing strategy whereby a second site sends email greatly decreases Internet users
trust in the data gathering site’ s respect for their privacy. Note that whereas this marketing strategy, often called
permission marketing, is currently expanding vigorously, we have found that this form of marketing is effective only if
the message is expected, personaized and pertinent (Godin, 1999). In the case of an email sent by a site other than the
origind site, aswas the case in our experiment, it is not surprising to observe that this strategy diminishes Internet users
trust in theinitia site.

Concerning the pertinence of reuse of information, our analyses have not enabled us to conclude that there is a significant
effect on Internet users' feeling of trust in asite’ s respect for their privacy. Nonethel ess, severa researchers have
suggested that the factor concerning reuse of information that most strongly influences consumers feeling of trustin a
company’ s respect for their privacy is the reuse of information in any context other than that of the origina collection
(Cranor et a., 1999; Culnan, 1995). The lack of conclusiveness of our results on this dimension may be attributable to our
manipulation of pertinence not being sufficiently strong.
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In conclusion, the study results therefore partidly validate our hypotheses. First, they clearly demonstrate that Internet
users feeling of trust in Internet sites' respect for their privacy is notably influenced by the act of collecting information
and by the interaction of certain elements related to the reuse of thisinformation. These elements creste points of
sensitivity that cause initially tolerant Internet users to become more suspicious of sites to which they supplied
information. Accordingly, we observed that Internet users are aware of multiple redlities related to collection and reuse of
their persona information by Internet sites.

Marketing managers can draw two noteworthy conclusions from these results. First, consumers are generally tolerant of
certain marketing practices. In contrast, and this is the most important finding, they may turn against a company in which
they have placed their trust if they feel betrayed. This phenomenon is particularly evident when consumers redize that the
information they provided voluntarily in aform has been transmitted to athird party company. Even worse, their trust is
particularly jeopardized when third party companies contact consumers through personaized emails. In short, if the
permission marketing practice is growing steadily, and while it may often represent an opportunity for acompany to
generate revenues by reselling its customer lit, it also poses risks to that company.
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